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ABSTRACT

Cryptography is the study of secret writing that hides the content of message from unwanted persons except authentica
persons such as the sender and receiver of the message. It is also used to authenticate the correctness of mesgagetto the rec
Today data security is the challenging issue that is used in many contexts including computers and communication. Recen
cyber security attacks have certainly influenced the user sentiments. In other words, it would be prominent to say th
cryptography isone way to make sure that confidentiality, authentication, integrity and availability of user data is maintained
further that security and privacy of data are provided to the user. In the paper three classical modes of operation &RiC, CFB
OFB have beemproposed in the literature for comparison. Features of comparison that is used are block size, throughpu
random access, error propagation, parallelizing, cipher type and identical plaintext. These three modes are totallydstudied &
general comparisorr@provided

Keywords: Symmetric Encryption, Encryption, Comparative Study.
message is really sent by the right sender. If the sender denies
1. INTRODUCTION that he doesnét send the mess
doing any action to sender [1].
Cryptography is the art and science of protecting
information from unwanted person and converting it into Access Control: Only the authorized parties are capable to
form indistinguishable by its attackers when transmitted af@fd the given information[1].
stored. The main aim of cryptography is keeping data secure
from unauthorized person®ata cryptography is the conten2.1 SECURITY AGAINST ATTACK
of the data, such as text data, image related data , audio and
video related data to compose the data illegible, imperceptible  Cryptanalysis is an art of breaking the encrypted codes
or unintelligible during communication or storage callethat are created by applying some cryptographic algorithms.
Encryption process. The reverse psxef data encryption is Cryptanalysis attacks can be classified as is described in
called data DecryptiorSome security goals are provided byollowing text.
cryptography to avoid a security issue. Due to security
advantages of cryptography, it is widely used today [2]. Cipher-text-only attack: In ciphertext only attack, the
attacker has a part of the cipher text using available
2. GOALS OF CRYPTOGRAPHY information, the attacker tries to find out the corresponding
key to decrypt the plaitext [4].
Confidentiality: Just future redeer can read the message.
Computer information is transmitted and only authorizéfnown-plaintext attack: The knownplaintext attack (KPA)
parties can read it [3]. is an attack modelor cryptanalytic which the criminal has
samples of each platext and its encrypted version cipher
Authentication: Thi s process proves ©xthlhess eepl cagy seded fatai likg secret tkeys and
information is received by system then is checked the ident@§debooks [1].
of the sender to make reuthat the incoming information is
from an authorized person [1]. Chosenplaintext attack: A chosenplain-text attack (CPA) is
an associate attack whel for cryptography that decides on
Integrity: Only the authorized party is modifying thearbitrary the plain text to be encrypted and procures the
transmitted information or message. Nobody can change €géresponding ciphetext [1].
given message [1].
Chosencipher text attack: A chosen ciphetext attack
Non-Repudiation: This is a mechanism to prove that thdCCA) is an attack model for scientific discipline within which
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the cryptobgist gathers data by selecting a ciptext and gets C. = ElP. @ C. Ci= IV
its decipherment beneath an unknown key [1]. E k(P ® Cin), Co

Chosentext attack: A chosen text attack is a combination of he mathematical formula for CBC decryption is:
choosing plain text and chosen cipitext attack [4].

. . . P;= Dg(C;)) & Ci—1,Co =1V.
Brute-force attack: This type of attacks a passive attack.

The attacker can try all the possibilities of the key until the

message is not broken. This is the very slow attack. Supp8sésomparison with cipher modes, the very common using

that the message is encrypted using theis&key ,then the mode of operation is CBC. Its main problem is that encryption

attacker can try all the possibilities up to 256[3]. is sgquentlal, and Fhat the message must be padded into a
multiple blocks of cipher block size. One way to handle last

Dictionary attack: The extension of the Bruterce attack is issue is using ciphdext stealing.

the Dictionary attack. In the Dictionary Attack, it will try also

same possibilities, but take only those key bits whose chan Plaintext Plaintext Plaintext
of success will be more [3]. IIIm I O
Initialization Vector (1V)
Timing attack: Timing Attadk is a channel side attack that the FE-III— %
attacker tries to reveal a cryptosystem by analyzing the tir i block cipher ] | block cipher | | block cipher
that is taken to execute cryptographic algorithms. Eac &1 encryption S| encryption &1 encryption
consistent operation in a computer takes time to perform [3]. — — |
[INRERERRRNERR [IIIITITIIIT0 (IIIITIITII0
Man-in-the-middle attack: This is the tpe of active attacks. Ciphertext Ciphertext Ciphertext

This differs from what is mentioned above in that it involve
tricking individuals into compromise their keys. The attacke
is placed in the two parties through communication chanr

Cipher Block Chaining (CBC) mode encryption

who wish to exchange their keys for secure comnatitn Ciphertext Ciphertext Ciphertext
[3]. 11 [0 (T

3. TYPES OF CRYPTOGRAPHY K block cipher K block cipher K block cipher

. &= decryption =] decryption &1 decryption

. Initialization Vector (IV) J
There are several ways to classify the cryptograpl prrm
algorithms. The most common types are [2]:

OO OO I

Plaintext Plaintext Plaintext

A Secret Key Cryptography this is also called a
~ Symmetric Key Cryptography Cipher Block Chaining (CBC) mode decryption
A Public Key Cryptography this is also ksl as
Asymmetric Key Cryptography Figure 1: Cipher Block Chaining (CBC)
3.1 Symmetric Cryptography Decrypting with the incorrect IV causes corruption the first
. . . bl ock of pl aintext but subse
In this type of encryption, same key is used for botlyact This is because of XGiRg each block with the cipher
encryption and decryption process. Symmetric algorithmis,; of the previas block, so previous block does not need to

have the advantage of consuming few computing power g0d jecrypted before using it as the IV for the decryption of the
high speed workig with encryption. The symmetric keYyq rent one.

encryption happens in three modes, either as a block cipher or

as a stream cipher. In the block cipher mode data are dividegtan pe figured out that a plaintext block can be recovered
into a couple of blocks. In stream cipher mode data &g two adjacent blocks of ciphéext. So decryptioranbe
d|V|ded_|nto small bIock; such as gle bits, t_hen after the paralldized. Note that a onbit change to the ciphdext will
encryption takes place it would be randomized. Symmetdgse complete corruption of the corresponding block of
key cryptosystems perform faster than the asymmetric k%étintext, and will invert the corresponding bit in the
cryptosystems. The comparative study took place for th&owing block of plaintext, but the rest of the blocks will
following symmetric key encryption techniques such as thgmain intact. This pediarity is exploited in differenpadding
CBC, CFB and OFB classical modes of operation [5]. oracle attacks, such ®OODLE. Explicit IVs take advantage
of that property by pending a single random block into the

3.1.1Cipher Block Chaining plaintext. Encryption is done as normal, except the IV that
does not need to be communicatedhe decryption routine.

If the first block has indexed, the mathematical Whatever IV decryption uses, only the random block is

formula for cipher block chaining will be: "corrupted”. It can be safely discarded and the rest of the
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decryption will be the original plaintext. have been encrypted. For decryption, the same process will
perform, except that the received cipbext unit will be
3.1.2 Ciphertext Feedback XORed with theoutput of the encryption function to produce

the plaintext unit. Note that in this process #mcryption

The DES scheme is a block cipher mode technique tffianction should be used. To explain that, asswf to
is used b-bit blocks. It would be possible to convert DES intgefine as the most significasbits of X. Then C1 is produced
a stream cipher by using either the CFB or OFB mode. (fy c1 = 1 @ [E (K, IV)] Therefore, to gairP1 it would be

stream cipher does not need to pad a message block and glso . :
can be operated in retime. Therefore, if a character stream'f111 =c1 ® [E (K, IV)]. And in this way other steps of

wants to be transmitted, each character can quickly pecess will be performed [4].
encrypted and transmitted. One important property of a stream

cipher mode is that the ciphtext would be the same length3-1-30utput Feedback
size as the plaintext. So if-l8t chaacters want to be

transmitted, each character should be encrypted to develop an

8-bit ciphertext output. If more than 8 bits are produced,

transmission capacity would be wasted. In figure 2 CFB

scheme is demonstrated. In this scheme the unit of

transmis®n assumed asits and common value assumedsas

= 8. As shown in the figure, the units of plaintext are chained

to each other, so that the ciphiekt of a plaintext is a function

of all the preceding plaintext. In this case, the plaintext is

divided inb segmentsf s-bit [4].

Initialization Vectar (IV)

l ; |
block cipher block cipher block cipher
Key —> encrypfion Key — encrypfion Key — encryp?ion
T S i Tt T
(T ARRNNRRRRREEY ANERNRRRNRENN]
Ciphertext Ciphertext Ciphertext
Figure 3: Output Feedback (OFB) Mode
Cipher Feedback (CFB) mode encryption
TheOutput Feedbackiode makes a block cipher into a
Initialzation Vector (1V) synchronoustream cipher. It generatksy-streamblocks,
I which will thenbe XORedwith the plaintext blocks for
l l l getting the ciphetext block. Just as other stream ciphers,
block cipher block cigher block cigher flipping a bit in the ciphetext produces a flipped bit in the
K&/ —=| encryption | | /| encryption | | ¥ | encryption plaintext at the same location. This property will allow
Cphertext Ciphertet Ciphertext manyerrors, correcting codes function normally even when
<110 <10 < I applied before encryption. Because of the symimetf the

XOR operation, encryption and decryptiorilwie the same:

[TTTTTTTITT I [TTTTTTTTTITT [TTTTTTTITITT
Plaintext Plaintext Plaintext

Cipher Feedback (CFB) mode decryption

Figure 2: Cipher Feedback (CFB) Mode

First, consider encryption. The input to the encryption
function is ab-bit shift register that is initially set to some
initialization vectors that is called IV. The leftmosbits of

the aitput of the encryption function will be XORed with theEaCh OFB cipher operation depends on all previous ones, so

: : . : . cannot be performed in parallel. However, because the
first segment of plaintex®1 to produce the first unit of cipher . . . -
9 P 1top P laintext or ciphettext is only used for the final XOR, the

text C1, which then will be trar?sm|tt(.ed ovgr the n-etwor lock cipher operations should be performed in advance,
After that, the contents of the shift register will be shifted leffjjowing the final step tde performed in parallel once the
by s-bits andC1 will be placed in the rightmostbits of the pjaintext or ciphetext is available. It is possible to obtain an
shift register. This process will continue till all plaintext unit®FB mode keystream by using CBC mode with a constant
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