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ABSTRACT - Information which used to be privileged only for the régid powerful few has become crucial pafrour life.

In Last few years, vehicular networf@ movingobjectsfor e.g.mobile uservehicles etg.are gaining more and more attraction

from the researchers and the automobile industtiesnerged aa pramising approach to increasing road safety and efficiency,

as well as improving the driving experience. This can be accomplished in a variety of applications that involve communication
between vehicles, such as warning othehigles about emergency brakingmming problem in next lane/road etn result,
Security andPrivacy are two integrated issues in the deployment of vehicular netwéoksgever if we do not take security and
privacy issues into consideration, the attractive features of VANETkraken i.e. malicious activities will be on its pealk
particular, security requirements provide trusted VANET<ommunicationinclude authentication, data consistency and
integrity, availability,nonrepudiation and privacyAmong thes&ariousrequrements, privacy ialsoone of the essentiéiey to

the VANET6 s ulseauss a lack of privacy couldise concern about the adoption of this new technology, delayig it
widespread diffusionSo this paper defirgea visionanswer to thesquestionii ldw to maintain safe and secure privacy of a
VANET usesfiand AHow to find a tr uneathgthis papee discubsabout cadomnattasidattacler i o n 0
models,privacy and security issuesc.to provide securand truste&ommunication to YANET users.

Index Terms- Vehicular Adhoc Network, Securit®rivacy, Trust, Attack

1. INTRODUCTION vehicular communicationf3]. Locationbased services that
allow vehicle users to release their location to third parties
g can ke implemented in a similar way.
Moreover this, e characteristic of VANETSs is highpeed
mobility, no power issues, accurate positioning access, large
scale connection rangkrge number bnodestime sensitive

With the development of micrelectronic technologies an
wireless communicationsve envision that in the foresable
future vehicles will be able to communicate with each other
(V-to-V) or with roadside units (RSU) which serve as the . L oo )
gateway to the Internet @6-1). T o d aveliicke plays an data transferand leading to limited communication time

important part of eveday life for billions of peopleround among RSUs and yehwleAfter then & we k_now, Human

the world. A Veheular Adhoc Network (VANET) is a errors are the major source of traffic accidents, therefore

technology that employs moving vehicles as nodes in abu”_dim incgr technologies for checking the_ parkin_g_ lot,
network to crate a mobile network to provide awiding accidents and guidance to the parking facitity

communication among nearby vehiclesing on board unit) providing sc_ecured and trustt_ad information among VANETs
as well as between vehicles and nearby fixed Road Sigd/Sersis turning out to be an m_tegral area for resegéghin
Units (RSUs). VANETs have received a great deal of general_aVANET used fpllow!ngcomppnentsm exchange
attention for their promises in revolutionizitige Intelligent information petwee_n thelr nelghbors |_.eDn Bogrd U'?'ts
Transportation System@TS) and TelematicsServices(TS) (OBUs) equipped in mobile veh|c_les, fixgbad Side _U.n_lts
[1]. Besides thatVANET provides a ubiquitous computing (RSUs), and a centrdlrust Authority(TA). Each definition

environment to drivers and passengers and enables numero%&" dscussasin brief[5, §:

services through a variety of vehicle applicatiof. - TA (Trusted Authority. TA is in charge of the
Vehicles used in enoad deliverycarpoolingor notify about registration of immobile RSUs at the road side and
jamming problemsetc. to other vehicle userdpplications, mobile on board units (OBUs) equipped on the
such as emergendyaking warning, are made possible by vehicles, and can r_eveal the _real oBU identity _of a
communication between vehiclealso VANET users used safety message by incorporating with its subordinate
services offered by location based servii@#. A location RSUs. The TA is assumed poweredh sufficient
based service (LBSdh Vehicular Adhoc Netwaks is to computation and storage capability. _
provide services that distribute on demand information fora 1 ~RSU Road Side Unjt The RSUs are subordinated
certain geographic area of interest by taking advantage of by the TA, which hold storage units for storing
12

ITEE5 (2) pp. 12-21, APR 2016


mailto:amitkrtyagi025@gmail.com

Volumes, Issue2 |TEE Journal ISSN: 2306.708X

April 2016

Information Technology & Electrical Engineering

©2012-16 International Journal of Information Technology and Electrical Engineering

information coming from the TA and the OBUs.

The main tasks of RSUs are (1) issuing a stior¢
anonymous pblic key certificate to each OBU

when the OBU requests, and (2) assisting the TA to

efficiently track the real OBU identity of any safety Location

messagéb]. privacy :
1 OBU (On Board Unijt The OBUs are installed on

the running vehicles, which mainly communicate
with eachother for sharing local traffic information
to improve the whole safety driving conditions, and

with RSUs for requesting the shdithe anonymous  Even though from the vehicle users' point of view to achieve

public key certificate. a perfect privacy is preferabld@rust is a vitally important
The fast advances of mobile devices and positioningpart of humarexistence. Trust describes the level to which an
technologies has led to the floshi of LocatiorBased entity accepts the dependence on another one.
Services (LBSki.e. people want to enjoy wireless services Further when vehicles communicate with each other, as
everywhere like in hotels, colleges, el¢ehicle users are well as with RSUs, through an open wireless channel, in
making communication during using servicésfered by which attackers can infermaion y gc¢
LBSs) with other mobile users or others orfdow here such as identity, tracing, preference, etc., iythare not
safety and privacy are two issue arises in deployment ofproperly protected [6, 10JAfter all, we need to design an
using these services in a secured manjfdr Privacy  efficient authentication scheme witiertain level ofprivacy
categorize invarious situation like identityprivacy or  preservation for VANETsusers[5]. For that, we counted
locationprivacyor personaprivacyor dataprivacy[10, 27]. severalchallengesaddressedh this workfor e.g. aVANET
Here this paper cordgr only about location privacy, entity is required to transmit periodic safety messages
because location privacy is mainly concern using servicescontaining its current coordites, speed, and acceleration to
over road networksTo define location privacyfor vehicle neighboringdevices_A vehicle user a|WayS needstrused
users in LBSsthis paperdefinesthree elementsi.e. first user to communicateto make further communications.
element is the assumption regarding the existence of amprivacy and security ardwo integrated issues in the
adversary. Studies on location privacy always assume theployment of vehicular network$10]. And Privacy
existence of an adversafyefer figure 1) Moreover this,  preserving authentication is a key technidneaddressing
ultimately privacy is about feeling, and it is awkward for one these two issuedlow lookingaboutprivacy and securityto

to scale herdeling using a numbeGenerally, an adversary provide privacy, security is must but not vice vefsa].
is assumed to access and obtain a user's location informatioSecurity is a condition, privacy is the prognosisr security,

without the user's consent. Without the existence of anauthentication is a crucial security service for both inter
adversary, talking about location privacy will be meaninglessyehicle and vehicle roadside communicatiorBetween
[10]. The second element itiet individual, i.e., a natural privacy and securitytrust is also an important iss{, 14].
person. Privacy focuses on the control over information aboutrryst is a vitally important part of human existence. It
individuals. The last element of location privacy is location develops as early as the first year of life and continues to
information. As eXpIICItIy stated in our definition, location Shape our interactions with others until the day we ldgers
information consists of the informatioon single locations wish t o mai ntain the vehicleés
and multiple locations that reveal an individual's movementthose legally authorized to have access to them (e.g. law
in space and time, as well as an individual's identity enforcement authorites) and remain unknown to
information. |dent|ty information is an individual's abstract unauthorizedusers On the other hand, vehicles have to be
representation in the location informatidwowadayspeople  protected from the misuse of theiivate data and the attacks
are more concerned about their privg8y 9], and for the  on their privacy, as well as to be capable of being
successful deployment and public acceptance of VANET nvestigated for accidents or liabilities from ragpudiation
technology it is a significant factor: once privacy is lost, it is [11]. Without the security and privacy guarantee, serious
very difficult to reestablish hat state of personal right3,[  attackslike botnet [28]may jeopardize the benefits/ tihe
10] and the trust that people delivered into this technology. improved driving safety since an attacker could track the
locations of the interested OBUs and obtain their moving
patterns.
To subtly capture the safety message authentication with
conditional privacy preservation, we essentially define three

13

Fig. 1 Three inseparable elements of location privacy
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levels[12] of user privacy like:Level 1:This privacy level is and later deny its involvement in signing any such
anticipated by the TA, and is most likely required by the TA message[17]. Denial of responsibility of such kind
which can track the real OBU identity from an authenticated from an adversary is called a repudiation attack.
safety message. From the perspective of users, no privacy has ¢) Message Replaying andunnelling An attacker
been defined in this level. Level 2: This privacy level may collect and store a signed emergency message
indicates that although each safety message is anonymously from a particular traffic area and attempt to deliver it
authenticated, an adversary can track an individual OBU by at a laer time when the original message is invalid.
collecting a number of safety messages launched by the Similarly, an attacker may collude with another
OBU. This level of privacy is not sufficient to resist a attacker from a different area. A colluding attacker
movement tracking tack. Level 3:This privacy level is the may tunnel the legitimate emergency messages from
most desirable for OBUSs, since the safety messages are a specific traffic area to a different area where the
anonymously authenticated, and even though an adversary messge content is irrelevant for the given traffic.
has collected several safety messages from an OBU, the This unnecessary replaying of legitimate emergency
OBU is still not traceabld-dencethe main goals to develop or safety messages would create confusion among
a frame work that models the trustworthiness of the agents of the VANET users in the new arda. replay attack,
other vehiclespreserved the privacy of vehicle users/agents herean attacker replaythe transmission of earlier
including secure communicatioirsorder to receive the most information to take advantage of the situation of the
effective information message at time of sendinbhe adversary replays
Finally this paper is organizeds: Section2 introduces the the valid messages sent some time before in order to
attack moded and vulnerabilities Section 3 gives the disturb the traffid5, 17].
information aboutattacks on Authentication, Privacy and d) Linking of SignaturesSignature linking refers to a
Non-repudiation VANETSs scurity concerns argtroduced situation when anattacker or an eavesdropper
in Section4. Security objectives or goalare provided in successfully distinguishes an anonymous entity
Sectionss. Finally this paper is concluded in Secti6nFrom within a group by linking some of its signatures.
this sectiononwards, this work usestermsfive hiand e, 0 Backto-back periodic messages might contain
Aivehi cioer ufsneorbj drée mawsiem @ amdb | e c t oOsimilar information in the message payload from a
Adri ver b dnteahadgeably s er particular OBU. An adversary may a@tipt to use
two or more consecutive signed messages from a
2. ATTACK MODEL AND node to identify the signer based on the received
VULNERABILITIES contentsIn a groupsignaturebased approach, each
vehicl e bel ongs t o a gr o
anmy mouso me s s a fpe vehgculagnat u

A vehicle user always needstrusted user to make further
communications among neighbour vehicles LBSs. We
assumehere,our communication channel is not secure, and
participating OBUS(on board unitsihnd RSUsare also not
trustworthy. So major atacksand maliciousbehavior (refer
figure 2) of an adversary anticipated on an anonymous
authentication schem@n VANETSs environmen) which are
following as

a) Message Forging:An adversary may attempt to
forge a message by altering the original contents of
a vdid message from a legitimate OBU. It may also
try to produce a valid signature on the altered )
message payload. Required secret credentials of the
target node are either derived by guessing or stolen
from a legitimate OBU as OBUs are not equipped
with tamper-resistant hardwars, 17].

b) OBURSU Compromise and RepudiationAn
adversary may compromise an OBU to obtain its
secret credentials, which are used for generating
valid signatures. In addition, a compromised node
may deliberately send false and harmful messages

authenications. However, if the ratio of the number
of OBUs and the number of groups in a specific
scenario is not high enough, user anonymity of the
VANET is compromisedlt is a type oflinkability
attack in which athentication linkability is
necessary forhe TA (trusted authority})5, 3Q to
identify misbehaving users. In the linkability attack,
a malicious user falsely claims that it has verified
multiple messagesignature pairs, and it also
disables the TA to trace its unique identifier to avoid
being pumshed.

Random Verification Attack:This attack is a
consequence of the wvulnerability induced by a
random verification policy. Success of a random
verification approach is highly reliant on traffic
density or the number of participants in the VANET
and, therefore, unsustainingd?7, 29. A hamful
message may get through the authentication process
without verification to jeopardize the safety of the
traffic system. In a dense traffic condition, it is quite
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unlikely that all received messages would be
authenticated. Knowing that a verifier wdul
randomly verify received messages, an adversary
may take advantage of this situation by injecting a

large number of harmful messages in each
authentication cycle. This attack may bring fatal
traffic consequences for a VANHJased traffic

system. We define this attack as arandom
verification attackin VANETSs. Hence, a redime

system such as a VANET must not risk an abuse by
deploying the ordinary random verification i)
approach, which might allow a harmful message

from a malicious VANET entity.

FalseSigndure Attack on Batch Verifications:
Signatures can be aggregated in batches for batch
verifications. However, the whole batch would be
dropped or rejected, even if there is just one false
signature in the batchAn improved mechnism of

batch verificatiorcan isolate all false signatures in a )]
batch. Upon detection of a false signature in a batch,

the verification algorithm divides the batch
recursively and follows a binary authentication tree

down to its leaves where individual signatures are
associated. Nwetheless, this approach is effective

only under normal situations when there are few
false signatures in a batcA. collusion of multiple k)
attackers could make this approachsgalable in a
high-density traffic scenario, since a verifier would
require lomer time to isolate individual malicious
message$l7] than the message inter arrival time.

This may eventually turn up as a derofdservice

(DoS) attack if all receivers in a VANET falil to
process subsequent batches of signatures due to )
resource unavaibility. It is a type of bogus
information attack inwhich adversarymay send
fake mesages to meet a specific purposer f
example;one may send a fake traffic jam message
to the others such that it can manipulate to get a
better traffic conditiorf18].

Freeriding attack without authentication efforts (or
passive fregiding attack): Such an attack is
launched by a malicious user who aims to enjoy the
authentication efforts of other users at no ¢aSi,
e.g., by passively listening to the informatioant
from near by user s. It
authentication overhead and breaks the fairness
among userfs-11].

Freeriding attack with fake authentication efforts
(or active freeriding attack): Such an attack is
launched by an active malicious usexho
participates in the cooperative authentication
protocol by generating fake authentication efforts

m)
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[19]. Considering the asynchronisma cooperative
authentication process, the attacker checks the
authentication efforts of other users and combines
them to forge an authentication effort for itself. By
doing so, it does not actually authenticate any
original message but provide valid rification
efforts because these signatures have been checked
by others. This attack is more intelligent than the
second one. It can be hardly detected by nearby
users or the TA.

Unauthorized preemption attackh many places, an
RSU, particularly draffic light, can be controlled to
provide special traffic priority for emergency
vehicles, such as ambulance, police, and fire
vehicles. Similar to a bogus information attack, the
adversary may illegally interrupt traffic lights by
manipulating the traft light preemptive system in
order to @t a better traffic condition [18, 19

Message modification attackThe message is
altered during or after transmission. The adversary
may wish to change the source or content of the
message in terms of the positiontime information
that had been sent and saved in its device to escape
from the consequence of a criminal/car accident
event[5, 19.

RSU replication attackDue to the fact that there
exist a large number of RSUs, cost considerations
prevent the RSUsdm having sufficient protection
from malicious attacks, which results in an RSU
compromise[5, 18]. Afterward, an adversary can
relocate the captured RSU to launch any malicious
attack, such as broadcasting fake traffic information.
Denialof-service (Doyattack: The adversary sends
irrelevant bulk messages to take up the channel and
consume the computational resources of the other
nodes, such as RF interference or jamnungpyer
two-packet flooding

Movement trackingSince wireless communication

is on an openly shared medium, an adversary can
easily eavesdrop on any traffic. After the adversary
intercepts a significant amount of messages in a
certain region, the adversary may trace a vehicle in
terms of its physical position and moving patterns
simply through information analysi{48, 19]

r rg dSyhil attack The lattackerauses diftelerd idehtiies at

the same time. In this way, e.g., a single attacker
could pretend vehicles to report the existence of a
false bottleneck in traffic. This attack happens when
an attacker creates large number of pseudonymous,
e.g.: jam ahead and force them to take alternate
route[5, 15.
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Hence to resist the aforementioned attacks and stimulat
cooperation among autonomous vehicles, it is important to
ensure fairness during cooptoa, i.e., the greater efforts
that a vehicle make, the more advantages the vehicle ca
obtain. In other words, selfish users cannot take advantage ¢
the others without contributing anything themselv&his
section discusses about various malicious VHIEtSs
countermeasurever road networkdNow next section dealt
with various attacks on authentication, privacy and-non
repudiation.

3. ATTACKS ON AUTHENTICATION,
PRIVACY AND NON -REPUDIATION

Concerning security in VANETS, there are many attacks
which threaten the V2RVehicle to RSU) R2V (RSU to
Vehicle)and V2V (Vehicle toVehicle) communication®ver

the road. Here, we investigate these attacks specifically on

authentication, privacy preservation and fmepudiation, and
explain How they are triggered and the potential
consequences. Various attacks are presented on
authentication, privacy and naapudiation trust etc. (refer
figure 2)summarizedn brief as

3.1 Attacks on the authentication There are two kinds
of attacks related to authédtion in VANETS and are given
as follows [24].

a) Impersonation attackThe attacker pretends to be
another entity. The impersonation attack can be per
for med by stealing ot
credentials for authenticatigf]. As a consequence,
some varnings sent to a specific entity would be
sent to anundesired one.e. the adversary may
pretend to be another vehicle or even an RSU to fool
the others.

b) Sybil attackas discusseih section 2

3.2 Attacks on the privacy. Attacks on privacy over
VANETs are related to illegally gathering sensitive

on Technology and Electrical Engineering

VANET threats and attacks on :

|

Integrity and data trust

|

Non-repudiation/Accountability ‘

sage

Denial of service Loss of event traceability
Jamming

Greedy behavior
Brodcast tampering
Malware
Spamming

Black Hole attack

— Sybil Attack

> Replay Attack

—* GPS Spoofing

=+ Position Faking

—> Masquerading

—+ Tunneling

=+ Key/Certificate Replication
(- Message Tampering

> Message Suppression/
{— Fabrication/Alteration

Fig. 2 Summarization of VANET threats and attacks

Me

wwwwww

F
Traffic analysis Masquerade

Replay

Identity revealing attack Getting t he
identity of a given vehicle could put its privacy at
risk. Usually, a vehicl
it would simplify getting pesonal data about that
person6, 14].
Location tracking attackThe location of a vehicle
in a given moment, or the path followed during a
period of time is considered as personal data. It
all ows the attacker to bui
therefore tracking its drivef10, 14]
3.3 Attacks on the nonrepudiation: In VANETS, the
nonrepudiation is related to a fact that a vehicle cannot deny
a specific message if it has sent that message.
Conventionally, by producing a signature for the message in
VANETS, the vehicle cannot later deny the sent messages.
The attackon the.mess:ilge norepudiation is explained as
f?O\rNs[ZS]':eh'CU ar enti tieso
a) Repudiation attackRepudiation refers to a denial of
participation in all or prt of communications in
VANETs [20, 29 for example, a selfish driver
could deny conducting an operation on adifr card
purchase, or malicious vehicles could abuse
anonymous authentication techniques to achieve
malicious goals or escape from their liabilities.
This section dealwith various attacks on authentication,
privacy and nosrepudiation. Next section dealith security

a)

e0s

b)

information about vehicles (e.g., eavesdropping). As there iS;oncerns required in VANETo provide a safe and secure
a relation between a vehicle and its driver, the exposure of &,mmunication in location based services.

vehicl ebs secr et/ sensistdrivere

privacy.
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i nformati on coul af fect it

4. VANET SECURITY CONCERNS

As discussed in section BANET suffers from varioustypes
of attacks (i.e. malicious activities) Further this section
categorisetheseattacksinto aform ofat t a dypeeliked s
selfish attacker inside attacker, outsider attacker, active
attacker, or passive attacketic. some of hesearediscuss in
brief in the following subsectionsvith desired security
requirements
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discussed as

VI.

4.2 Attackers: Different types of attackers as follows: Vi
i.

Vi.

Vii.

Message Suppression Attaéln attacker selectively

dropping packets from the network, these packets Iii.

may hold critical information for the receiver.
Fabrication Attack An attacker can enforce by
transmitting false information into the network.

Alteration Attack The attacker alters an existing  iv.

data, like delay in the transmission, replaying earlier
transmission, or altering the data transmitted.
Denid of Service attackas discussed in section 2

Replay Attackas discussed in section 2 V.

Sybil Attack as discussed in section 2

Selfish Driver A Selfish Driver can tell other
vehicles that theries congestion in the road, so they

must choose an alternate route, so the road will be Vii.

clear.

Malicious Attacker This kind of attacker tries to
cause damage via the applications available on the Vil
vehicular network.

Pranksters Include bored people probindor
vulnerabilities and hackers seeking to reach fame

via their damage. iX.

Insider:  An  employee at Transportation
Management Center (TMC) with access to floating
car data (FCD).

Outsider: Someone outside the TMC without X.

legitimate access to FCD data.

Active: A hacker poses as authority and queries a
vehicle about its position

Passive:An eavesdropper deploys receivers along
the road to collect beacon messages.

4.3 DesiredSecurity Requirements:To countermeasure

and mitigate the potential threats in the afozationed Xi.

security threats/attack models, a wadiveloped security
protocol should meet the following requiremefi8]. There
are various security requirements that have to be fulfilled for

a secure transmissi@mongVANETSs users .
i

Authentication In Vehicular Communication every
message must be authenticated, to make sure for its
origin and to control authorization level of the XII-
vehicles[21]. Two types 6 authentication discussed

here; first is Data origin authentication:All the Xiv.

messages should be altered in the delivery and

can be authenticated by the receiver no matter how
the messages are sent by an RSU or an OBU.
Secondly, Anonymous  user
Anonymous user authentication is the process of
attempting to verify that a user is authenéind

legitimate but does not reveal the real ID of the user.

ITEE5 (2) pp. 12-21, APR 2016

authentication: XV

Availability: Vehicular network must be available
all the time[21], for many applications vehicular
networks will require reaiime.

Nonrepudiation Nonrepudiation will facilitate the
ability to identify the attackers even after the attack
happens. This prevents cheaters from denying their
crimes.

Privacy. Keeping the information of the drivers
away from unauthorized observers, this information
like realidentity, trip path, speed etc. [5, 60,land
14].

Realtime constraintsVehicles move in high speed,
this will require a reatime response in some
situation, or the result will be devastating.

Integrity: Integrity for all messages should be
protected to prevent attackers from altering messag
contents.

Confidentiality The privacy of each driver must be
protected from outsiders from gaining the drivers
information[21].

CorrectnessWith the proposed security protocol, a
group signaturell generated by a valid group
member can surely be ideigd by the
aforementioned verification procedure.
Unforgeability: Only a valid group member can sign
a message on behalf of the group. A valid group
signature cannot be forged; otherwise, the SDH
assumption will be in contradiction.
Anonymity:Given a valid group signatuteof some
messages, it is computationally difficult to identify
the actual signer by everyone but the group manager
[6, 10] Due to the linear DiffieHellman
assumption, the interactive protocol underlying the
group signaturecheme is zero knowledge, such that
no information is revealed hy

Unlinkability:  According to the verification
procedure, it is computationally hard to decide
whether two valid signatures of different groups are
computed by the same group memid€y.

Traceability: The group manager can always create
a valid signature and identify the actual signer by
the membership recovery proced{28].
RevocationMembership revocation can be fulfilled
by the aforementioned two revocation schemes.
Vehicle anonymityThe ID of a vehicle should be
transparent to any normal message receiver to
support the sender anonymity while providing their
position informatior[18, 19]

RSU ID exposureThe RSUs or any other roadside
infrastructure are not subject to any privacyuks,
instead, they should evidently present their
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