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ABSTRACT 
 

Signal masking based on the Rikitake chaotic oscillator for applications in telecommunications has been designed and simulated 

using Matlab and Simulink. The Rikitake chaotic oscillator has been used as a chaotic generator. The chaotic transmitter and 

receiver are identical, differing only in the initial conditions.  The signal is recovered with minor errors at the receiver.  
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1. INTRODUCTION   

Chaos has been defined as aperiodic long term behaviour 

in a deterministic system that exhibits sensitive dependence to 

initial conditions [1, 2, 3].  These three basic properties of 

chaotic systems have allowed for investigation of chaotic 

signal applications in several areas, including 

telecommunication, secrecy and signal processing, just to 

mention a few. Applications of chaotic signals in signal 

masking have been due to the behaviour of signals, which are: 

that they occupy a wideband width and have impulse like 

autocorrelation function, further, the cross correlation between 

signals generated from different initial conditions tends to be 

small [3]. Hence applications in spread spectrum are also 

evident. Since discovery by Pecora and Carroll that chaotic 

signals can be synchronized [1], the subject of chaotic 

synchronization has received focus, with special attention to 

those chaotic systems that possess self synchronization 

property [2]. Different chaotic oscillator attractor circuits has 

been proposed, designed using Matlab and Simulink, and 

experimentally implemented and studied using discrete 

analogue electronics [3 ], discrete digital electronics [5 ], field 

programmable gate array (FPGA) [ 4, 5] and DSP processors 

[6 ]. Thus the practical realisation of chaotic circuits has been 

confirmed. This work focus on the design and simulation of a 

signal masking technique based on the Rikitake chaotic 

oscillator.  

 

2. RIKITAKE ATTRACTOR    OSCILLATOR  
 

Rikitake system is a simple mechanical model used 

to study the reversals of the magnetic field of the Earth, 

idealized by the Japanese geophysicist Rikitake [7], consists of 

two identical single Faraday-disk dynamos of the Bullard type 

coupled together. It belongs to the general Lorenz-type chaos, 

orbiting around two unstable fixed points. The three 

dimensional system of non linear differential equations 

describes this system given as: 

 

ὼ ‘ὼ ᾀώ 

ώ ‘ώ ᾀ ὥὼ             (1) 
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In this system of differential equations, a  and mare 

constants, which should always be positive. This system 

displays a chaotic behaviour for the parameters values in a 

neighbourhood  ‘ ςȟὥ υ ) and for a large enough set of 

initial conditions [7] 

  

 
Fig 1: Simulink model of Rikitake attractor 
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3.  OUTPUTS FROM RIKITAKE OSCILLAOR  

 

 
Fig 2: Chaotic signal outputs from the oscillator: a) x, b) y and c) z 

 

 

4.  PHASE PORTRAITS

 

 

Fig 3: Phase portraits a) xy, b) xz and c) yz

 

5.  SIGNAL  MASKING  
 

In signal masking, a small amplitude message to be 

transmitted is added to a much larger chaotic waveform for 

transmission. That an output signal can recover an input signal 

indicates that it is possible to create a secure communication 

for a chaotic system [8]. The receiver needs to be 

synchronised to the transmitter in order to be able to recover 

the message from chaos that was transmitted. Hence a 

fundamental requirement to implement chaotic masking 

communication is identity of the transmitter and the receiver 

[8,9]  The fact that the message to be transmitted has a small 

amplitude compared to the chaotic signal, enables it to be 

completely masked or hidden by the chaotic signal during 

transmission. The design of the communication system was 

such that the transmitted or information signal is a rectangular 

pulse of amplitude 1 V and frequency 2KHz. This information 

signal was added to the Y Rikitake generated chaotic signal. 

The transmitter recovers the information signal by subtracting 

the chaotic signal from the received signal. Figure 3 below 

shows the implementation of the chaotic masking system. The 

transmitter and receiver, though identical, differ in the initial 

values meant to avoid zero output. 

 

 
Figure 4: Chaotic signal masking 
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6.  RESULTS 

 

 
 
Figure 5 a) Information signal b) generated chaotic carrier signal c) Modulated signal d) recovered information signal e) error 

signal 

 
 

Figure 5 shows the signals at various points in the 

communication system, the information signal, generated 

chaotic signal, modulated information signal and finally the 

error signal. It can be observed that the information signal can 

be recovered from the chaotic carrier signal at the receiver 

with minor errors. One way to improve the error rate is to 

increase the signal amplitude appreciably well above the 

information signal, so that the information signal is completely 

buried by the chaotic carrier signal. Hence the next focus is to 

work on how to eliminate the error at the receiver. 

 

7.  CONCLUSION 

The focus of the paper was on the development of a signal 

masking scheme based on the Rikitake chaotic attractor for 

applications in secure telecommunication systems. A small 

amplitude signal has been masked by chaotic waveform. The 

signal at various points of the chaotic communication system 

has been displayed. Therefore the Rikitake chaotic oscillator 

has been successfully applied in signal masking for secure 

chaotic communication system 
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