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ABSTRACT
Smart Power Grids (SPGs), also known as Intelligent Utility Networks (IUNs), represent a new paradigm in electrical powe
distribution and management. Incorporating advanceewasp commurgations and distributed computing capabilities, SPGs are
emerging power grids that enhance control, efficiency, reliability and safety. In this paper we will first explore drogsgofo
change in electric power, what is smart grid and why, barriesmaft grid. Next we will consider over view of smart grid, smart
grid components, need for distributed generation, smart grid in distribution, smart grid in power sector and benefitgiad.smar
Finally, we have a glance on case study about smart lamdsiés components.
Key words: Smart power grid (SPG), Smart grid (SG), Intelligent utility networks (IUNs), wireless sensor and actuator network
(WSAN), wireless sensor network (WSN), Public Key Infrastructures (PKI), voltage quality management (VEEBs wir
automatic meter reading (WAMR), automated meter reading (AMR), advanced metering infrastructure GAdNYise
Architecture Council (GWAC).

the current electrical power system, so it has all of the
functionality of air current power system plus several
new functionalities I]. The Smart Grid is a combination
of hardware, management and reporting software, built
atop an intelligent communications infrastructure. In the
world of the Smart Grid, consumers and utility
commnies alike have tools to manage, monitor and
respond to energissues. Thdlow of electricity from
utility to consumer becomes a tweay conversation,
saving consumers money, energy, delivering more
tragsparerncy, iy deyms toff epmher yse, angl gedyciass i v e
calbon emissions. Modernization of the electricity
delivery system so that it monitors, protects and
automatically optimizes the operation of its
interconnected element§ from the central and
distributed generator through the higbitage network
and distrilution system, to industrial users and building
automation systems, to energy storage installations and
to enduse consumers and their thermostats, electric
vehicles, appliances and other household devités.h e
term Smart Grid refers to a distribution sgst that
all ows for flow of i nformat.
in two directions: both inside the house to thermostats
and appliances and other devices, and back to the
utility. o

a) SELF HEALING

The Smart Grid will be selfiealing This means
that it can retlect and adjust théow of electricity in

I. INTRODUCTION

Rising Greenhouse Gas Emissions {Ckave
the potential to seriously impact the enviromthand
local economiesPowerOutageswreak havoc and cost
billions of dollars in lost productivity andevenue.
Security Threats are constant to the electric
infrastructure. The physical and cyber security risks,
from terrorists and hackers continue to owr
exponentially Innovative Technologyholds significant
promi se as a figame changer
across the electricity value chain (from smart appliances
to advanced energy storage technologigsjolving
Standardshold the key to the pacef development.
Technical interoperability will be vital to ease of use,
adoption rates, cyber security and avoiding stranded
costs. The National Institute of Standards and
Technology (NIST)are developing these standards in
conjunction with the GridwWise Architecture Council
(GWAC)Why Smart Grid? Integrate isolated
technologies: Smart Grid enables better energy
management. Proactive management of electrical
network during emergency situations. Better demand
supply / demand response managemBetter powe
quality Reduce carbon emissions. Increasing demand
for energy: requires more complex and critical solution
with better energy management

Il. IMPORTANCE OF SMART GRID

The Smart Grid is an electrical power infrastructure
that makes intelligent decisiondaut the state of the
electrical power system to maintain a stable
environment. The easiest way to define the Smart Grid
is by its characteristics. The Smart Grid is an upgrade to

the event that an electrical transmission path is
interrupted. This is done by a continuous -self
assessment of the state of the power system. As a result,
this can reduce the frequency and duration of major
blaclouts. It is estimated that the August 14, 2003
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blackout in the U.S. and Canada had a societal cost of
$10 billion [2]. Reducing the number of major
blackouts and their severity will reduce the economic
losses our society incurs during these blackouts.

b) INTERACTIVE

The Smart Grid will motivate and include the
customers. There is currently minimal interaction
between customers and suppliers in the electrical power
system. The Smart Grid provides customers with more
information and options about their elecalipower. In
theory this will allow customers to make better
decisions about their power usage that will not only
save them money, but will also promote competition
between power suppliers. This is done by enabling two
way communication between energy aomers and
suppliers. The Smart Grid can also interact with
electrical appliances in a customer's home. This
interaction allows appliances to schedule their run time
when electricity is at the cheapest price.

c¢) OPTIMIZED

The Smart Grid will be resilient tottacks and
natural disastersThe Smart Grid will not only be
resilient to physical attacks, but also cyber attacks. The
electrical power grid is a complicated system that is at
the root of most U.S. economic growth. This makes the
electrical power grid &ritical asset, and damage to it
can have devastating affects to our society's welfare.
Parallels are drawn between the electrical power grid
and the Roman aqueduct systemih [The electrical
power system is a critical asset that we rely on, and it
need to be resilient to all forms of attack.

d) SECURE

The Smart Grid will provide an increase in
electrical power qualityElectricity is not only required
to be available at all times from the power grid, but it
must also maintain a constant voltage. Some
marufacturing processes are very sensitive to voltage
variations. A dip in voltage lasting less than 100
milliseconds can have the same effect as power loss for
several minutes or more on some industrial processes.
These voltagefluctuations are estimated toause
productivity losses in commercial facilities ranging
from thousands to millions of dollars per event. It is
estimated that by 2011, 16% of the electrical load will
require digital quality powerl].

€) DISTRIBUTIVE

The Smart Grid will enable electricaharkets
Electrical markets in the Smart Grid will encourage
competition among power suppliers. This competition
will promote power suppliers to develop cheaper and
more efficient means of power generation. This will
drive down the prices of electrical wer for customers
as suppliers compete for their business. The Smart Grid
will also support distributed power sources. This opens
the door for new electrical power suppliers and
electrical service providers to enter the electrical

market. The electrical miget will broadcast current
electricity prices based on a supplgmand model.
Electricity will be more expensive when the load or
demand is high, and it will be cheaper when there is
surplus electricity. Customers can use this information
to schedule taskthat use large amounts of electricity at
a time when electricity is cheaper
f) INTEGRATED

The Smart Grid will optimize assets and operate
efficiently. The features that will make the Smart Grid
selfhealing can also be used for asset management. The
Smart Grid will be able to automatically assess
equipment  codition and manage equipment
configuration. This management automation can be
done at substantially lower costs compared to manual
management. The automation of equipment
management will also reduce thbance of equipment
failure since the degradation of equipment can be
tracked. The Smart Grid will also incorporate new
technologies that will reduce energy loss during
electrical transit. This reduction in energy loss will
increase the electrical powerridjs efficiency by
eliminating excess power waste.

. SMART GRID VISION: FOCUS

ON CUSTOMER INTERACTIONS
Much of the power i
the Smart Grid has been on automating utility
interactions with their customers as a key métifar
improving electric grid efficiency, reliability, and
security. This focus on energy efficiency has recently

been made more feasible through enhanced
technologies and has become of primary interest to the
power industry due taforsoci et

energy independence, the rapidly increasing cost of
energy, and the recognition that significant steps must
be taken in response to climate change. As customers
rely more and more on electricity for all facets of
personal and business life, and asytlplace increased
demands on the atlthshioned power infrastructure
through the addition of wind and solar distributed
generation, reliability of the power system has become
more critical yet more difficult to maintain security
both for reliability and privacy reasons, is moving to the
forefront as an issue that must be solved for all levels of
the power system, i ncludi
site. Direct interactions with customers through
Advance Metering Infrastructures (AMI) are critical for
achieving these goal&ig.1 shows the arrgement for
smart grid over view.
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Fig.1 Overview of Smart Grid

A) SMART GRID BARRIERS

The process for creating a smart grid that
produces consumer benefits will require addressing
several hurdles inherent in the utilitggulatory syste.
First, there can be a significant gap in knowledge and
understanding among stakeholders. To address these
issues many jurisdictions have engaged in extended
public discourse, generally outside the confines of a
litigated proceeding, to provide a common
understanding and foundation for discussion of smart
grid issues. Second, the traditional regulatory system
tends to discourage investment in innovative
technologies. Other jurisdictions have recognized that
traditional utility regulation may need to be dified to
encourage utilities to invest in the smart grid concept.
The other general considerations barriers include are
customers interested in receiving advanced energy and
other informational services through the -electricity
grid? What are the costs amgnefits of investing in
AMI/smart grid technologies? How should the smart
grid be planned and implemented? How will the costs
and benefits be passed through to consumers? Who is
involved in the information system? Who will be the
users of the informatichWhere are the data sources for
the required functions? The barriers also include
regulations, incentives for development, technological
issues, voltage stability and thermal stability.

1) Smart meter

2) Phasor measurement

3) Information transfer

4) Distributed geneation
Benefits can be explained by looking at the differences
between the current situation with the old meter and the
future situation with the new meter, as shown
schematically in Fig.2.

E>

Manual or
Automated
processing

“Dumb"
Meter

Manual
Reading

=
)
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Home
communi-
cation

T

Interface,
Protocol

=

Fig.2. Difference between the conventional and tharsm
meter data process [4]

B) SMART METER

Smart meters provide twway  digital
communications between the utility and ttiestomer,
thereby enabling:Customerenergy management and
demand response via both informatiorand rate
programs; Ulity operational advantages such as outage
detection and managemeRemotemeterreadingand
remote customer (dis)connectiorsmnart charging of
plug-in electric vehicles; anthtegration of distributed
generation resources
1) Recognizes and details efigcal consumption
2) Relays information to central monitoring system
3) Will replace traditional meters
4) Power outage notification and Power Quality
monitoring

1. INFORMATION SHARING

Smart metering generally involves the
installation of an intelligent meter atresidential
customers and the regular reading, processing and feed
back of consumption data to the customer. A "smart"
meter has the following capabilities:

1) Realtime or neatime registration of
electricity use and possibly elecity
generated locally e.g., in case of photovoltaic
cells;

2) Offering the possibility to read the meter both
locally and remotely (on demand);

3) Remote limitation of the throughput through

the meter (in the extreme case cutting
of the electricityto the customer)
Interconnection to premideased networks and
devices (e.g., distributed generation)
5) Ability to read other, oipremise or nearby
commodity meters (e.g., gas, water).

“Smart”
Meter

Interface,
Protocol

=

Gateway

4)

27



Volume 2, Issue 4
August 2013

I TEEJournal

ISSN:=2306708X

Information Technology & Electrical Engineeg

©2012-13 International Journal of Information Technology and Electrical Engineering

Electricity
Meter

| Home I @l
appliances,
Display
Control ‘—t J*
Logging | =
Measure Processing
Ij Control —L
Switch off E 5 +§

Electricity Gas
Fig.3 Schematic over view of typical smart meter configuration [4]
Usually, a smart meter is considered for
registry of electricity and gas use, but also water
consumption registration is a possibility. Ingid, an
example of a typical smart metand its functions are
schematically shownSmart Metering is often referred
to as automated meter reading (AMR), or in the case of
reattime, twoway communications, as advanced
metering infrastructure (AMI).
C) PHASOR MEASUREMENT
Smart grid connectivity measures AC current
wave forms and monitors power quality. Since power
quality is one of the major criteria in present day power
systems at the distribution side, these problems are
monitored carefully. Smart grid also provides wide area
measurement syatem by providing real time data,
phasor data concentrators and SCADA. Real tiata d
is most considerable information to provide information
and communication between generation, transmission
and distribution. SCADA provides control and complete
monitoring of the power system networks. It also sends
complete information to central coaot station to avoid
burden on power system.
D) Information transfer
1) A new method taking advantage of route
diversity in the mesh network.
2) Least two disjoint route®rimary route:
Used for send dat8econdary route: Used
for send verification metdata
periodically.

Dara

Verification

Sender Destination

LSP X

Fig.4Informationtransfer

3) Interference in the primary route by a
malicious or malfunctioningneter or collector
can be detected by the verification mdeda in
secondary route.

Fig4. Shows how the information

trarsfer takes place.lt also provides two way

communications between control, meters and Idad.
involves the entire energy pathway from the power
source to the home and all points in betwegenver
generation t o ighespeddoperatingd s
system providesrealtime datg it also providestwo-
way communicationbetween generation and user. It
also includes ensors enabling rapid diagnosis and
corrections It is provided with @épatched distributed
generation (PHEVs, wind, solar)in-home energy
controls are provided for two way communication to
make automatelome energy use

IV. Need forDistributed generation:

1. Allow the connection of small scale renewable
energy generation ( solar,wind,micro turbines,fuel cells)
2. Generation close to the loadproving efficiency

3. Customer interaction

4. Increased reliability

Fig.5 solar panels

Fig.6 Wind mills

Smart grid allows the connection of small scale
renewable energy generation (solanind, micro
turbines,fuel cells etc.,) at the generating stations or at
required positions. At the load sides the renewable
energy sources are placed so as to meet peak loads by
communication through smart meter. So that the
efficiency of powersystemincreases. In general cases
where renewable sources are not placed then its not
possible to meet the load at peak load times, this can be
avoided and power system is made to operate at high
efficiencies.Customer interaction is the most efficient
process because if load is not usingtbg customer,
then other loads can lmperated The reliability of the
system increases and finally generated power can be
used to meet load demand and load can be met
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successfully.In the figs. 5 & 6showsthe renewable the voltage signal have becemincreasingly a
power source througtsolar panelsand wind mills are significant problem. In a VQMWSAN, ideally each
shown. node carassess the information of performance of the
V. PILLARS OF SMART GRID monitored site, by using local information for

Advanced protection, automation, and control ~ computation, also the globaperformance of the
applications that will improve the reliability, robustness, ~ monitored grid section by using locahformation
and resilience of the power grid are all goals of the —€xchanges between its neighbour nodes. Witse
Smart Grid. Transmission and distribution powe features, the node could detect local voltage quality
system information models defined in existihg ~ anomalies [6] Some of the requirements of WSAN
standards must be modified as needed to meet these Solutions in SG in a power distribution system are as

requirements. follows. Highly scalable: the network shdwbe able to
1) Transmission Optimization scale to hundreds and thousands of devices and many
2) Demand Side Management could be communicating at the same time. High
3) Distribution Optimization reliability: many of these power automation systems are
4) Asset Optimization expected to maintain good reliability that will last at
least 2030 years once installedther requirements
A) SMART GRID IN D'STRBUT'ON . include beingable to handle range and obstruction
~ An SG being the emeing nextgeneration issues as the harsh environment in a power distribution
electric power system, offers improved efficiency,  system could affect the link quality and range.
rellab|I|t_y, and safety by allowing smooth integration of B) SMART GRID IN POWER SECTOR
alternative energy source as well as.automafu.ed control 1) TransmissionHVDC AND UHVAC etc
and moden communicationtechnologies.Traditional 2) Distribution- Advance metering infrastructure
electric power systesrely on wired communication for 3) System OperatiorSelf healing grids

monitoring and diagnostic purposes. However, these
systems require expensive cables to be installed and C) SMART GRID_BENEF'TS ) )

maintained on a regular basis. Therefore, there is aneed  1he benefits of smart grid are increased use of
for a costeffective solution that would enhance the  digital information and controls technology to improve
managerant process of the electric power systems. I’e|labl|.lty, security, anq efficiency of t'he electr!c grid.
WSAN (wireless sensor and actuator netwohasan also gives ginamic optimization of grid operations and
important role to play in this area due to its low cost, ~ resources, with full cybesecurity. The benefits also
flexible, and collaborative nature for aggregated include dployment and integration of distributed
intelligence. They are capable of monitoring the aaltic resources and generation, mcludm.g renewable
parameters of the equipments in SG and provide a resources. Development and incorporation of demand
timely feedback to enable the SG system to respond to fesponse, demarside resources, and energfficiency

the changing conditions. This enables SG to function in ~ resourcescan be increased by smart gritt also

a reliable way with selhealing capability. The role of provideseé pl oy ment of °~ smamel g tec
sensors in various parts of the SGwmeo distribution automated, interactive technologies that optimize the
system cover a wide range of transmission systems, physical operation of appliances and semer devices)
substations and distribution systems. A WSbabsed for ~metering, communications concerning grid

wide area network (WAN) electric energy substation  operations and status, and distribution automation.
monitoring system plays an important role in ensuring | nt egration of “smartag appli
the health of the power subsyste (transformers, is also most essentiaDeployment and integration of

circuit breakers, etc.) and transmission lines, and advanced electricity storage and akmhaving
improving the observability and reliability of power technologies, including plump electric and hybrid

systems [5].WSN (wireless sensor networljrovides electric vehicles, and thermmsiorage air conditioning
the capability for wireless automatic metegading provides real communicatiorProvision to consumers
(WAMR) for electric power digibution systems with of timely information and control optionmakes the

the benefit of reduced operational cost, online pricing,  power system more reliabl®evebpment of standards
and remote monitoring for asset protection. The  for communication and interoperability of appliances
challenge in WAMR is reliable tweway and equipment connected to the electric grid, including
communications between the electric utilities and  the infrastructure serving the grilow do smart grids
customero6s smart ni¢he enajor n g ethable great@ruse of @newvable?

roles of the WSAN in a powaedistribution system is Renewable, such as wind or solar egergre se
voltage quality management (VQMVith the growth called variable energy resources. This means that their
of nonlinear time variant loads due various existing availability and volume depends on weather conditions.
and new applications, the distortion agidturbances on Classical electricity systems are not designed to operate
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with such variable resources. Thanks to “teak"
information flowing through the smart grids about
consumption and weather, grid operators can better
anticipate the demand and plan the integration of the
renewable into the netwohihat is the role of smart
grids in decentralised productioStart grids open up
possibilities forconsumers to also become producers of
electricity. These saalled prosumers will have an
essential role in decarbonising our economy by bringing
more renewable and distributed resources to the
electricity market.

vI. CASE STUDY:

Fig. 7Smart hous providing all sources

The above figr shows just a case study
example of how a smart house is connected to smart
grid and the components requiredThe main
considerations are it avoids environmental pollution, it
provides distributed generation, iprovides two way
communicationsthrough smart meters, it provile
customer interaction to reduce over load phenomena, it
increases reliability, it reduces burden on power
systems. It consistsf high speed network connections.
VIl. CONCLUSION

The Smart Grid isan upgrade to the current
electrical power grid. This upgrade is in response to
changing consumer requirements for thestZentury.
Several cyber security risks will be present in the Smart
Grid, and research has been done to identify and
mitigate theserisks. The Smart Grid cyber security
research is separated into five different categories: PCS
Security, Smart Meter Security, Power System State
Estimation Security, Smart Grid Communication
Protocol Security, and Smart Grid Simulation for
Security Analyss.

viil. FUTURE RESEARCH

Smart Grid Cyber Security Simulation

Smart Grid simulation is needed by designers to
evaluate different Smart Grid design options. There are
already several systems available for simulating
different aspects of the Smart GriHowever, there is

still a need to develop a simulation system for Smart
Grid cyber security. The existing simulation systems
can be used to some extent to test cyber security, but it
is not their main focus. A Smart Grid cyber security
simulator would ped to be able to model the
interactions of different components within the Smart
Grid. There is also a demand for a simulator that can be
used to model the Smart Grid at a national level, so the
Smart Grid cyber security simulator should be able be
to colaborate with a larger system running several
different simulations. The resulting output should be a
theoretical model for simulating Smart Grid cyber
security and a working prototype.
Smart Grid Public key infrastructures

Smart Grid Public Key Infrastriigeres (PKI)
research is a possible future research topic. A PKI will
need to be developed that can meet the needs of all the
different communication types. There are several
benefits in doing PKI research. There are several
challenges in developing a Smaxtid PKI.
Smart Grid Message Anonymization

The data that the Smart Grid is collecting and
generating has raised several privacy concerns. Much of
the data in the Smart Grid does not need to be attributed
to a specific sender. Research is needed intoadstbf
sending data anonymously that do not violate data
integrity constraintsSmart Grid users will expect some
level of anonymity relative to what they have with the
current electrical power grid. Anonymity can be a very
powerful tool in the age of digil media
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