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ABSTRACT

Healthcare information systems have progressed in terms of electronic healthcare data management. An electronic health record
(EHR) is a digital record of a patient's health information. Patient-centric data allows an authorized user to access the information
at any time and from any location. E-healthcare offers more social advantages, better healthcare, and fewer medical errors. The
combination of smart healthcare and blockchain is having a huge impact on the global development of health and medical services.
The medical system will be more efficient as a result of decentralization and faster access to information. In this paper, we show
how blockchain is being used in the healthcare industry to safeguard and manage electronic health records. A smart contract has
been developed to create secure healthcare systems on the ethereum blockchain platform. In this work, we propose a secure
blockchain-based framework for healthcare data storage. This paper explains the concept of blockchain, blockchain applications
in healthcare, and the entire development process of frameworks for managing healthcare information sharing. Finally, the paper

concludes with a discussion of future research opportunities.
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1. INTRODUCTION

Healthcare is a vital industry in which we maintain

sensitive information such as provider and member
information, which includes medical history, test results,
service location, and service type. On a daily basis, all of this
information must be processed, saved, and accessible. Many
businesses in the healthcare sector have begun to transmit their
data digitally. The EHR information will be used and
transmitted between various systems, with the expectation that
each interaction and transmission will be secure and
trustworthy. Data leaks, interoperability, and information
asymmetry are some of the difficulties in smart health care. To
address these difficulties, blockchain eliminates the need for a
middleman and provides a trustworthy, secure, and efficient
mechanism for data exchanges. Because the blockchain is
decentralized and open-source, any network participant can
access it. But no one can change or erase data once it has been
placed onto the blockchain. The data that is saved via
blockchain is always visible.
The electronic medical record (EMR) is a computerized
reproduction of paper-based health documents. EMR has
further evolved into EHR, which allows many stakeholders to
quickly communicate medical information. When systems are
meant to have health information, the difficulty in healthcare is
usually security concerns. Information security is included in
the system. [1, 2]. The following are the most important
considerations when it comes to the security of an EHR system:
Confidentiality: One of the most important responsibilities of a
healthcare provider is maintaining confidentiality. Health
information is private and must be safeguarded against
unwanted access [3].

ITEE, 11 (4), pp. 28-37, AUG 2022

Integrity: In medical services, data integrity is essential. It
provides accurate and unaffected health data and also ensures
the accuracy, consistency, and reliability of data [4].
Authorization: Medical service organizations are responsible
for authorization. External users are excluded from the
authorization process. The system must establish who has
access to eHealth data [5]. Accessibility: The availability of a
record is a feature that necessitates the use of a framework to
allow authorized users to open, utilize, and access it. It means
that customers can access information at any time if requested
by an authorized user [6]. Paper Organization: The organization
of this paper is as follows: An overview of blockchain in
healthcare is described in section 2. In section 3, a full analysis
and discussion of the linked works is provided. Section 4
discusses the preliminaries like smart contract and ethereum.
The proposed framework and its factors definition are presented
in section 5. Section 6 highlights the implementation details.
The experimental outputs are discussed in section 7. Finally,
section 8 brings the paper to a close.

2. OVERVIEW  OF
HEALTHCARE

BLOCKCHAIN IN

Satoshi Nakamoto, a researcher who worked on the
cryptocurrency bitcoin, was the first to introduce blockchain
[7]. Figure 1 depicts a list of blocks linked by cryptographic
hash. We constructed three blocks in the diagrammatic model,
and each block was given some data. The blocks are arranged
in order of when they were created. Every block contains a list
of transactions that are linked to one another using a
cryptographic hash like SHA256 [8]. It ensures safe and
unchangeable records.
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Figure.1. Blocks creating a chain using hashes

Nowadays, we are seeing a lot of data breaches in the healthcare
industry. In comparison to other industries, it has risen at a
quick rate because health insurance needs legal health records.
Every citizen must have insurance because it is mandated in the
majority of countries. Sharing data between healthcare
organizations is difficult due to security and privacy concerns,
although each hospital uses distinct terminology, employs
different methodologies, and may have varied functional
capabilities.

However, medical information shared between them should be
interoperable. Blockchain has emerged as a prospective role in
the medical industry for overcoming these challenges in
electronic health records. For the EHR, we used blockchain to
keep the patient’s health data safe. The concepts of blockchain
in the healthcare field have been discussed with their benefits
and drawbacks [9].

2.1. DISTRIBUTED NETWORK FOR EHRS

EHRs are used to store medically sensitive data, which
includes medical history, laboratory results, etc., in a digital
format. These facts will be collected, stored, and managed
electronically by authorized service providers. It will enhance
the speed of data transfer between doctors and patients, and also
save costs by eliminating the middleman between patients and
doctors. The doctor sends digital information about their
patients, such as medical information and test results, to the
EHR database [10]. Only authorized people have access to the
database’s information [11]. Hospitals, doctors, patients,
pathologists, and Admin can share data digitally without the
involvement of a third party, as depicted in Figure 2. As a result
of this, data duplication, information misuse, and information
mismatches will all be reduced.

3. RELATED WORK

The use of blockchain technology to eliminate the
middleman and secure the transaction is very popular. So it has
been adopted by a variety of other industries, including
healthcare. This section discussed the previous work to address
the many features of blockchain in healthcare.
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Figure.2. Health care distributed network

The MedRec [12] is a decentralized system that uses blockchain
technology to store electronic management records. MedRec
follows certain qualities such as data authentication, validation,
and confidentiality when dealing with sensitive and critical
information. The participants in this blockchain network are
referred to as miners. Miners are the ones who make the blocks.
Mining is a way to find legitimate blocks that all of the other
network nodes must accept.

The members who validate or authorize these transactions are
referred to as nodes. Participants in the network can share data
that have the appropriate rights provided by the data owner.
Dagher et al. [13] presented the Ancile architecture, which uses
smart contracts to improve access control and advanced
cryptographic algorithms for securing the data. This framework
provides data that is efficient and safe. The six types of
contracts are used by the Ancile framework for operations.
Patients can gain benefits such as enhanced utility and
efficiency, as well as fewer data breaches, by using these
contracts. Patients can control and view their private data via
smart contracts, and they can provide authorization to other
nodes to access their data. It also required many software
modules for client usage and an architecture framework. The
Database Manager component is responsible for generating
hashes and connecting them to the blockchain. To ensure data
integrity, hash values are utilized. It encrypts data with a
symmetric key and protects it during distribution with the
public key.

FHIRChain [14] is a blockchain-based concept proposed by
Peng Zhang et al. for clinical information sharing. It
demonstrates how to use FHIRChain to create and recover an
entrance token. To create a model DApp, FHIR-Chain is
connected. The application is coded in JavaScript, which has a
blockchain-based interface called Ethereum. The author
concluded with a case study of DApp to demonstrate the
benefits of FHIR.

Roubhani et al. [15] describe the permission blockchain’s access,
which makes use of off-chain data storage. They also discuss
the advantages and disadvantages of permissionless and
permissioned blockchain. To control patient health data, they
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used a hyperledger platform for healthcare. Selfish Mining,
Double Spending, and 51% are some of the security attacks
discussed. They recommended more study in the direction of
ZeroKnowledge to improve privacy and security.

Huynh et al. [16] provide an overview of the various aspects of
blockchain security and protection. The common types of
security attacks on blockchain and security upgrading
arrangements were specifically given. The focus of the research
was on existing solutions for safe blockchain protection, as well
as the foundations for future investigation. In a blockchain
organization, group signatures can be used to approve
transactions, and zero knowledge can be used to ensure that
transactions are legitimate.

Rouhani, S. and Deters, R. [17] study analyses the key ideas
and offers the direction of continuing studies and improvements
in the field of smart contracts in blockchain-based applications.
Johnson et al. [18] present a safe biomedical data sharing
decentralized app, which is based on a real-world use case. An
example is the iPhone's functioning framework (i0OS) DApp.
The Jadhav and Moosafintavida [19] study is concerned with
examining the potential applications of blockchain technology
in present medical services frameworks, as well as the most
important requirements for such frameworks. In addition, this
research highlights the challenges that must be overcome before
blockchain technology can be effectively implemented in
medical care settings.

The authorized key issuer generates a public key and a private
key for the user [20]. Every private key is linked to an access
structure based on attributes. Doctors can enable data
decryption using a private key, but they must follow the access
policy during the decryption procedure. In the attribute-based
encryption procedure, a monotonic access structure is
maintained.

Non-monotonic access systems are possible for attribute- based
encryption policy techniques. The doctor tries to gain access to
the health record, which is encrypted. The encrypter has no way
of knowing who will be able to decrypt the data. Encryption
based on ciphertext characteristics has solved these concerns
[21].

The patient’s public key is used to encrypt the patient’s health
information. When the patient wants to see his or her medical
records, he or she uses the private key that is linked to the public
key to authenticate. This key is only used for a specific health
record [22, 23]. The access policies of each health record are
preserved using fine-grained encryption technology [24].
Despite the fact that patient data is encrypted and stored in the
cloud using multiple methods [25]. In a centralized network, the
single central node is the most significant part of the task [26].
However, cloud-based eHealth data is insufficient. In a
decentralized system, nodes are dispersed and the distributed
architecture provides a robust and highly usable system as well
as a fault-tolerant method that eliminates the single point of
failure problem, and it is done with blockchain.

The blockchain-based searchable encryption technique was
proposed in the paper [27]. The ethereum technique is
demonstrated in this work. It ensures data security while
simultaneously lowering the cost of data transfer.

Gordon and Catalini [28] researched how blockchain
technology could help the healthcare industry. This research
also identified four aspects or techniques that the healthcare
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industry must change to use blockchain technology. It also goes
over data storage on-chain and off-chain.

The authors found that using blockchain for this area has
several benefits, including decentralization, the preservation of
medical records, etc [29]. Confidentiality, speed, scalability,
and the potential for malicious assault (51 % attack) have all
been mentioned as drawbacks of blockchain technology. The
authors propose storing sensitive medical data off-chain,
encrypting data to preserve secrecy, and using VPNs (Virtual
Private Networks) to protect against hostile assaults as solutions
to these challenges.

4. PRELIMINARIES

The preliminaries used in the proposed framework are
described in this section. It explains the software platform that
was utilized to create this framework. The most important for
the implementation of this framework are ethereum and smart
contracts.

4.1. ETHEREUM SYSTEM DESIGN

Ethereum is not just a cryptocurrency. It is a
distributed platform that facilitates the development of
decentralized applications using smart contracts. It supports
turing complete smart contract. It is so popular for creating
smart contract-based decentralized applications like healthcare
applications. The operation of smart contracts using ethereum
is depicted in Figure 3.

The smart contract generates code in the form of byte
operations and uploads the related transaction to the blockchain.
For example, consider three Nodes: Node 1, Node 2, and Node
3. Node 1 starts the transaction and these transactions are
validated by minor saved as block 1. If Node 2 wants to update
the existing transaction, it will create a new transaction tx and
the status of this transaction will be stored as block 2. When
Node 3 wants to read information from the blockchain, it must
be synchronized with Block 2 to see the changes caused by
transaction tx.

Ethereum Virtual Machine (EVM): This made ethereum a
completely distributed and decentralized computational system.
It includes operations for computation and data storage. An
operation performed in the EVM consumes gas. EVM Gas is a
virtual fuel (ether) that powers the EVM. The gas required for
a transaction is a fee for executing the code of the transaction.
The gas consumed during transaction execution is transferred
to the account of a miner. Miners are rewarded for the
computational power invested in the execution of transaction
code, such as the crypto currency ether [30, 31].
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Figure.3. The Ethereum mechanism with a smart contract

DApps: An application running on such a decentralized peer-
to-peer network is called a DApp. DApp is an abbreviation of
the term “Decentralized Application”. Many DApps have been
deployed in the main ethereum network. Ethereum is open-
source and very developer-friendly. The ethereum
implementation helps the developers with creating, testing, and
deploying their DApps.

Solidity: Smart contracts are a set of instructions written in the
solidity programming language and compiled to the Ethereum
Virtual Machine (EVM), which is deployed to the blockchain
via a local ethereum node. It is used to complete a specific task
in the blockchain network. These little scripts are kept on each
blockchain network’s ledger. Typically a user can view the
whole working process in a web browser and the smart contract
code running on the blockchain. This configuration is called a
distributed application, commonly termed “Dapp”.

4.2. SMART CONTRACTS

The phrase "smart contracts” was coined for the first
time by Nick Szabo [32]. They are computer programs that
execute automatically when particular conditions in the system
are met. They are used to transfer any type of value between
blockchain peers [33, 34]. A smart contract is a concept that
supports the logic of business. Smart contracts are created in the
Solidity programming language [35]. To apply for health
insurance, the patient must go through a lengthy approval
process. When a smart contract is used, the patient profile is
automatically activated when the insurance policy is started.

5. SYSTEM DESIGN AND ARCHITECTURE

The proposed framework is implemented using the

ethereum platform and its dependencies. This section contains
the proposed architecture in detail.
The architecture consists of three layers: the user layer, the
blockchain layer, and the implementation layer, as shown in
Figure 4. These layers combine to provide the framework for
the entire system, and our system will continue to function.
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Figure.4. System Design of the Proposed Framework
5.1. USER LAYER

In the proposed framework, users include patients,
doctors, administrators, and pathologists. A user can be
identified on the system by his roles. These users’ primary
responsibility would be to interface with the system and execute
basic functions such as creating, reading, and updating medical
records. Users would utilize a browser to access the system’s
capabilities, which we refer to asa “DApp browser” in technical
terms since it contains the DApp’s GUI. The graphical user
interface (GUI) contains all of the functionality that a given user
has access to. This GUI could be used by the user to
communicate with the blockchain layer, depending on their
work.

5.2. BLOCKCHAIN LAYER

This layer consists of a mechanism that allows a user
to communicate with a blockchain-based DApp.
Peer-to-peer network: Ethereum blockchain uses the peer-to-
peer network. Without a central server, blockchain operates on
a peer-to-peer network over the internet. In this distributed
blockchain network, all the connected nodes have equal rights
to use this technology.
Transactions: The transactions on the blockchain are the
records of events. They are pieces of information that a user
might broadcast to another user or simply save for later use.
Consensus mechanism: Blockchain technology follows a
specific consensus mechanism for transactions to be completed
and computed. To do this, some consensus techniques are
required. The Proof of Work (PoW) consensus algorithm is
used by the ethereum blockchain.

5.3. IMPLEMENTATION LAYER

The system was implemented by using the smart
contract. Smart contracts are an essential element of DApps
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because they are utilized to carry out basic tasks. These
contracts are used to grant DApp users access. The smart
contract processing algorithm is depicted in Algorithm 1.

Algorithm 1 Processing Algorithm for Smart Contract

Assion roles to individuals:
Eoles (New Eole, New Account)
Add new role and account in roles mapping list
end
Add Patient Record:
Add (contains vanablesto addrecord)
if (msg.sender== doctor)
add datato particular patientsrecord
else Abort session
endif
end
View Patient Record:
View (patientid)
if (msg.sender= = doctor || patient) then
if (patientid)== true then
retrieve data fromspecifiedpatient(id)
retum (patient record)
else Abort session
endif
endif
end
Update Patient Record:
Update (contains varables to update data)
if (msg.sender == doctor ) then
if (id== patient id && name == patient name) then
update data to particular patient's record
retum success
else retum fail
end if
else Abort session
endif
end

The default role of admin is assigned to the first block ethereum
address as admin deploys the smart contract. On the ethereum
blockchain, each patient who registers will be assigned a new
ethereum block address. Every new patient is assigned a unique
hash code and a unique patient identity to ensure security and
uniqueness.

In the ethereum blockchain, transactions are described as
functions defined in a smart contract that is executed and altered
state. Smart contract coding necessitates the implementation of
many components in terms of transactions. The Algorithm
describes how the smart contract for patient records works. This
algorithm contains four functions: define roles; add; view; and
update records.

The define roles function is performed by the admin to add new
roles and accounts in the role mapping list. The second function
is to add a patient record, and it is performed by the doctor. The
‘msg.sender’ term is used by ethereum for identifying the
address of the user. The third function is to view patient records.
The system will look for the patient’s records using this id. The
records would be accessible to both the patient and the doctor.
The fourth function is to update patient records, which is used
to make any modifications to the patient’s saved records. To
ensure that only authenticated users have access to this
function.
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6. APPLICATION DETAILS

In this section, we present an overview of the
implementation of our proposed architecture. First, we’ll go
over the flow of the application. A new patient profile is
established whenever a new patient enters.

6.1. FLOW OF THE APPLICATION

Flow diagram of the application is shown in Figure 5.
In this project, a total of 3 users are available: patients, doctors,
and lab persons.

I System Initialization I

v

Patient Registration

v

I Doctor Registration |

-

| Patient login and create profile

v

I Give permission to Doctor I

v

I Doctor login and view profile I

v

T e Yes

{___---"'---F- Prescriptiongiven ---'“'“--_._:_ p| ViewPatient Historical Record

= !

No I Update the prescription
| Doctor add the prescription ‘

o
S

= T No
‘:-:-.h Labtest? ___j:-—.. Patient download report

~_ -
Yes T’

Patient goes to lab person

'

| Lab person upload lab report ‘

!

| Patient view and download report ‘

Figure.5. Flow diagram of the application

(i) Patients will build a profile and grant access to doctors after
registering with the application.

(ii) Doctors will create an account with the application, log in,
and gain access to all of the patients' records who have been
permitted to this doctor.
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(iii) The prescription will be added to the patient's profile by the
doctor.

(iv) After logging into the application, the lab person will
upload patient reports.

(v) Patients can log in and download or see reports using filters
such as “All Reports” or “Reports by Date”.

6.2. TECHNICAL SPECIFICATIONS

The technical specifications necessary for code
implementation are listed in Table 1.

Ethereum

Solidity
Remix.ethereum.org
JavaScript Virtual Machine

Blockehain Platform

Programming Language
IDE
Deployment Server

Table.1. Technical specifications used in Implementation

Ethereum is a blockchain-based network. Solidity is a
programming language in which JavaScript is encapsulated.
Remix is used to write and compile smart contracts, which is a
Solidity online text editor.

7. OUTPUT

Some implementation steps and screen shorts are
shared in this section. To store details we are using the
blockchain ethereum tool and smart contract written in solidity
program as shown in Figure 6.

ient{string memory data) public {
data;

s() public view returns (string memory) {
nt_data;

(string memory data) public {

function g
return

or() public view returns {string memory) {
data;

unction p en d(string memory data) public {

patient_ data;

1

function getPatie ecord() public wiew returns (string memory) {
return patient_r

T

Ffunctio n(string memory data) public {

function
retur

iption(} public view returns
ption;

E ing memory) {
n

1
¥

3

I

Figure.6. Solidity program

Initially, we have to start the blockchain ethereum server as
shown in Figure 7.
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Figure.7. Blockchain ethereum server initializing

After that, we start the blockchain storage, and after running
this file, we get the message as the smart contract deployed
successfully, as shown in Figure 8.

B C\Windows\system32\cmd.exe o B8] 8

IC:nToncat 8.5“webappssBlockChain\WEB-INF\¢

Ui libex —d L %, java

p i libs#" -Emx1B08H con|

s\BlockChain“WEB-INF~

Figure.8. Smart Contract deployed successfully

After that, | will start the tomcat server as shown in Figure 9.

startStop-1] org.a

ng web application directory [

op-1] org.apache.catalina
applicat ic IC
0 [localhos

y Deploving we

[local Stop-11 org.apa

application di

[localhost-star
ry Deploying web ¢

op-11 org.apa

ache.coyote.AbstractProtocol.

ache .coyote.AbstractProtocol.

Jp-—nio-800
INFO [main] or

apache.catalina.startup.Catalina.start

Figure.9. Tomcat server startup

Users can view the whole proposed framework on the DApp
browser. Open the browser and enter the localhost URL to get
the homepage shown in Figure 10.
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@ localhost

Using Blockchain for Electronic Health Records

Data Owner Data User

Figure.10. Web app index page loading

There are the following steps for the successful application of
the proposed framework.

(i) Patient Registration: After clicking on "New User" in above
figure 10, 1 am adding here one patient detail and DataOwner
will be considered as patient shown in Figure 11.

New User Registration Screen
U sermame C»()Jnc
Password essses
Usertype Data Owner v
Cootact No 661565003
Emnadl D &a jolo® grmail.com

GAY A

Regster
Figure.11. Patient Registration

Patient input his/her details using a new block ethereum
address.

(i1) Doctor Registration: Now go back to the ‘New User’ link
again and add one doctor. | am adding one doctor's details and
selected user type as ‘Physician’ as shown in Figure 12.

New User Registration Screen

LRSS | RO jeey
T
1P s w By Phpsircian e
Contat] N | O S | 56004
E rressll 0 Rao jeevBgrmail com

(=R ]

Address

Regrater

Figure.12. Doctor Registration

(iii) Patient login: Now click on ‘Data Owner’ to login as a
patient as shown in Figure 13.
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Figure.13. Patient login

After logging in, we will get the below screen.

(® localhost

Using Blockchain for Electronic Health Records

(iv) Patient Profile Creation:
In the above screen, click on the ‘Create Profile’ link and add
profile details as shown in Figure 14.

User Profile Creation Screen

hl e G jaadiz

A s
Aoocens ool

Waral Feweer
P 1T
=T i el

e L

Figure.14. Patient Profile Creation

The patient will add his disease details and give access
permission to the doctor by selecting the doctor's name from the
drop-down list.

(iv) View profile: After adding disease details, we got a
message as a profile was created successfully and now we click
on the ‘View Profile’ link to get details as shown in Figure 15.

View User Profile Screen

Parsca Name Aceass Coairel Prodikm Description | Siatug

Gajta o fivatfove ending

Figure.15. View Patient Profile

In Figure 15, | can see all the details, and in the last column, |
got the message pending, which means no doctor has given any
prescription. Now log out and log in as a doctor to give a
prescription to this patient.
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(v) Add Prescription: | logged in as a doctor and clicked on the
“View Medical Profile” link to get all patient records. After
that, the doctor will click on the ‘Add Prescription’ link to give

a prescription to the patient as shown in Figure 16.

Add Prescription Screen
B jus
talient Name Gapata

Take medicine zerodalp

Add Proscnpbion

Figure.16. Doctor added prescription
(vi) View Prescription: The patient can view the prescription
details as shown in Figure 17. If a test is mentioned in the
prescription, then go to the lab for a test.

View User Profile Screen

Piryon Kame Aecass Control Arodilem Descripon Status

Gajtla Raper pendng Take mediing zerodolp

Figure.17. Patient view prescription added by the Doctor

(vii) Pathologist login: Now Pathologist login to upload the
report as shown in Figure 18. The lab person will select a
patient's name and then upload a lab report.

Add Reports Screen

dame | Eagala v
Choosa Fils | M

Upload Fppor

Figure.18. Login as a lab person and upload the report

(viii) View and download the report: Now patients can log in
and access reports. The patient can select either option ‘All” to
get all reports or select all reports between two dates as shown
in Figure 19.

View Reports Screen

Mg it Ty Al St

[m = e O W T 2

i
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-

r
o Do 0w || e 2

ifh
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Figure.19. View report
The patient can click on the ‘Click Here’ link to download the
report as shown in Figure 20.
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View Reports Screen

Gajala Admession Card pdl 2021-04-14

Figure.20. Download report

8. CONCLUSION

Blockchain, an immutable distributed ledger
technology, may be used to guarantee security and integrity for
healthcare data management. The proposed blockchain-based
framework describes how medical processes can be streamlined
and illustrates the approaches used for establishing a
blockchain-based reliable medical ecosystem. Smart contracts
are proposed as a new solution to medical record
administration. We have implemented blockchain technology
in health data management and sharing systems. A patient-
centric strategy has been created to provide a single copy of
trusted health records that can be shared among healthcare
organizations. The goal of this study is to suggest a practical
solution and to put it into implementation. It is a complete code
deployment research paper that includes all aspects of the
technique and output. In the future, this solution could be
expanded to make a full blockchain-based healthcare system

that includes more healthcare stakeholders.
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